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“I am convinced that there are only two 
types of companies: those that have been 
hacked and those that will be. And even 
they are converging into one category: 
companies that have been hacked and will 
be hacked again.”

Robert Mueller, Former Director of the FBI
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A taxonomy of 
cyber-harms: 
Defining the 
impacts of cyber-
attacks and 
understanding 
how they 
propagate

https://doi.org/10.109
3/cybsec/tyy006

https://doi.org/10.1093/cybsec/tyy006


Jason R.C. Nurse | @jasonnurse Jason R.C. Nurse | @jasonnurse 5

• Using a separate domain—equifaxsecurity2017.com — flagged as phishing 
by some browsers

• Official Twitter account mistakenly tweeted a phishing link four times, 
instead of the company's actual breach response page.
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the key question

What is effective 
communication / 
public relations after 
a cyber security 
incident?
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the approach

Academic 
best practice

Industry 
best practice

Best practice 
guidance

Systematic review of literature

…

Real-world case analysis

Develop, 
evaluate and 

refine 
framework

Evaluation of 
literature review 
and case analysis 

findings 
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validated 
framework 
/ playbook

Knight, R., & Nurse, J.R.C. 
(2020). A framework for 
effective corporate 
communication after cyber 
security incidents. Computers & 
Security, 99.

https://kar.kent.ac.uk/82836/
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validated framework / playbook

…
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publicity / news / interests



Any questions?

Dr Jason R.C. Nurse
Associate Professor in Cybersecurity, 
University of Kent

j.r.c.nurse@kent.ac.uk
jasonnurse
jasonrcnurse
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• https://www.sciencedirect.com/scienc
e/article/pii/S0167404820303096

• https://kar.kent.ac.uk/82836/
• https://arxiv.org/abs/2009.09210
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