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Programme Overview

* The context

* Setting up social media and instant messaging
* Legislation and rights

* Harassment and threatening messages

* Defamation
* Trolls
* Being a responsible digital citizen.
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Replying to @HackneyAbbott

this fat retarded black bitch thinks you should be forced to feed and house a
bunch of violence foreign invaders. i strongly disagree.
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@HackneyAbbott Piss off you disgusting useless fat bitch! You're a parasite
alien looking to silence native people for your power.
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Replying to @HackneyAbbott e, The sympathy vote.

this fat retarded black bitch thinks you should be forced to feed and house a

. G . : If 1 was a fetus and knew my mother was going to be Nicola Sturgeon I'd
bunch of violence foreign invaders. i strongly disagree. seif-abort 100
Q a Q &
Telegraph Politics
- e Jul 13 v

Nicola Sturgeon: | disclosed mlscamage to challenge assumptions about

@HackneyAbbott Piss off you disgusting useless fat bitch! You're a parasite childiess female leaders telegraph.co.uk/news/2016/09/0. ..

alien looking to silence native people for your power.
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“Here for a quick swim toni make sure
that there wasn’t no English people trying to cross
the channel
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Replying to @HackneyAbbott
this fat retarded black bitch thinks you should be forced to feed and house a
bunch of violence foreign invaders. i strongly disagree.

Q Q Q &~

~ — ul 13 v
pHackneyAbbott Piss off you disgusting useless fat bitch! You're a parasite
alien looking to silence native people for your power.

Q Q v &

POLITE REMINDER:-

This is the first time I've been under this level of public scrutiny and | have
to say I'm shocked!

If people have questions about my politics, discuss with me. If you don't
agree with my reply then challenge me. I'm more than willing to engage in
political conversation so let's have that debate. This is acceptable.

What is NOT ACCEPTABLE is flooding me with messages about what
sexual acts I'm prepared to perform to get votes, what bra size | am, how
many votes needed for me to strip and comments suggesting the reason
I'm standing is to sleep with an Oxford grad =

I've been debating ignoring it but this behaviour is disgusting and needs
calling out!l!

| highly doubt you'll be asking the male candidates their penis size in order
to make a decision about their politics..... sexism is not okay.

#|ustsaying #callitout #everydaysexism #youngvoice #womeninpolitics

& Vic Tim of the Hood
@ The sympathy vote

If | was a fetus and knew my mother was going to be Nicola Sturgeon I'd
self-abort too

Telegraph Politics
Nicola Sturgeon: | disclosed miscarriage to challenge assumptions about
childiess female leaders telegraph.co.uk/news/2016/09/0

a quick switr

that there wasn’t no English people trying to
cross the channel




Why online abuse is such a challenge

* Persistent and unremitting

* Easier for people to be abusive
* Can permeate all areas of life
* Reaches a wide audience

* Can leave a permanent footprint
* Personal impact can be major.
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Social media and instant messenging

XHO] { JORSE PRON s Qviin JOR<NG




Online behaviour...

*Trolling and flame baiting
* Doxxing

* Swatting

*Creeping

* Message bombing.




James Rhodes ' RhodesPianist 14 Dec
Hey @02 - please get your SMS working! | sent this

girl 246 texts last night asking her out and none of her
replies have come through yet...
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02 in the UK & L~ ¥ Follow
2 @02

JRhodesPianist Hi James, that's a lot of
texts! Maybe next time you should try
sending 1 text to 246 different girls...




Lay out your rules of engagement

Rules of ent

Welcome to my page,
which aims to communicate
my activities as a councillor.

If you wish to be a part of this
online community, you must
agree to abide by this code of
digital engagement, which is
designed to keep everyone safe.

RULE 1

Debate and disagreement are welcome on
this page, but only if expressed with courtesy,
respect and politeness

Posts should not contain abuse, harassment,
intimidation or threats of any form

RULE3

Posts should not contain any form of discrimination -

including racism, sexism, ageism, ableism,
homophobia, transphobsa or religious intolerance

RULE 4

Posts should not spread false or unverified
information

RULES

For transparency reasons, users should
not post anonymously.

If any of these rules are broken,
page admins reserve the right to
delete posts, block users and
report content to the police

if necessary.

[t may not be possible to respend
to all queries on this page due to

time constraints - if you have
specific enquiries or casework,
please send directly to my
official email.

L f‘;‘f’\ rigo ” For more information on the LGA’s work on handling abuse on social media and digital citizenship
Government COSLA visit: www.local.gov.uk/civility-public-life REF 43.4
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Facebook: Privacy Settings

? Help & Support ' | X

Settings & Privacy Privacy Checkup
| We'll guide you through some settings so
£ Settings e | 4 [ ; you can make the right choices for your

J A 1 account,

Tools to help you control your privacy and
a4 Privacy Shortcuts security on Facebook

Py . .7 | | Y =
& Your Time on Facebook o A4 i i P

Who can see How to keep
Privacy what you share your account
secure

What topic do you want to start with?

§ App Language

Control who sees what you share on

y
Facebook, and manage data that helps us
personalize experiences

Yesterd:

Code Generator

o 6’ Review a few important privacy settings
e Also from Facebook

@ Learn about your privacy on Facebook
How people can Your data

@ Manage your location settings find you on settings on
Facebook Facebook

O Yesterday

oy
\% Control face recognition

*s+  See more privacy settings
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X: Privacy, Mute and Block

Q) search settings Your X activity

Audience and tagging

P Manage what information you allow

Your account
A See information about your account,
ther pe » on to < >
Py download an archive of your data or other people on X to see.

learn about your account deactivation

ptions.
ORRol Your posts

Q Manage the information associated
wvith your p S

Security and account access
Manag
@ and ke

usage, including apps that you have

e your account’s security

p track of your account’s Content you see

— Decide what you see or
"nec 8 b SRR R e . ide what y
connected to your account. =

on your preferences Topics and

interests.
Blue
{g} See what's included in Blue ar

manage your settings

Mute and block

(V' Manage the acc
~

notifications that you’

ounts, words and

> muted or

Monetisation blocked.

EI See how you can mg;

manage your mc

money on X and

Zzation options. Direct messages

Manage who can message you directly.

Privacy and safety
@ Manage what information you see and

share on X.

@)

Spaces

Manage your Spaces activity

Notifications Discoverability and contacts

Select the kinds of notification you ‘ - . 2
G 5 . Control your discoverab
get about your activities, interests and

ity settings

and manage contacts you've imported.
recommendations.

Accesstiiits dissiayand Data sharing and personalisation

@ languages

Manage how X content is displayed to m Ads preferences



X Response to a
report of abusive

behaviour

You submitted a report for
abusive behavior

View Rule

Joo [} @Joosylew - Nov 16

May | be the first to
say, tough shit
Sivier you snivelling
little turd. And to all
those mugs who
donated towards
the £233,830
fundraiser he Hide
siphoned from you
gullible fools, tough
shit to you all too.
Have a really shitty
day.

VIOLATION FOUND

We locked @Joosylew’s account for breaking
our abusive behavior rule. We found they broke
our abusive behavior rule through different
reports we received about their behavior.

They can’t Tweet, Retweet, or Like content, and
we’ll ask them to remove the reported content if
they want to regain full access to their account.




Facebook — blocking feature

¥ (2) Settings & Privacy | Facebook X +

&« 5 C @ facebook.com
0O - o P P 3 = A
Settings Manage Blocking
L
General Restricted list When you add a friend to your Restricted list, they won't see Edit L
posts on Facebook that you share only to Friends. They may still
@ Security and Login see things you share to Public or on a mutual friend's timeline, and

posts they're tagged in. Facebook doesn't notify your friends when

Your Facebook .
you add them to your Restricted list. Learn more

Information

. Block users Once you block someone, that person can no longer see things you post o
4 Privacy your timeline, tag you, invite you to events or groups, start a conversation v
you, or add you as a friend. Note: Does not include apps, games or groups

M dik you both participate in
* 7 Face Recognition ’ P P

. Type a name
4 Profile and Tagging Block users [Ty | m

& Public Posts
If you block messages and video calls from someone here, they won't be 2
to contact you in the Messenger app either. Unless you block someone's

2| Blocking
profile, they may be able to post on your timeline, tag you, and comment o

Location your posts or comments. Learn more

Block messages
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Facebook and X:
Profanity and X Muting Tools

General Shorteuts Settings

Page Visibilt
Messaging ge Vsl

Enter word or phrase
Android

You can mute one word, phrase, @username, or

Q Search Settings

Visitor Posts

Edit Page
g Your account

Post Attribution Reviews

Monetization Mute from

Notifications Mews Feed Audience and
Visibility for Posts Twitter Blue

a

Home timeline

Page Roles

Messages Security and account access > Notifications

Py

eople and Other Pages Tagging Ability .
Privacy and safety >
B ; . From anyone
referred Page Audience Others Tagging this Page

0O @

Notifications b From people you don't follow

Apps Page Loeation for Frames
Accessibility, display, and languages > Duration
Partner Apps and Services Country Restrictions

Additional resources > .
Age Restrictions a5 Shown 1o everyone. Until you unmute the word

Instagram Ads
24 hours

_ Page Moderation Block posts or comments containing the following words 7d
Featured ays
Stupid, hate, worthless, fat, ugly, dumb 30 days

Grossposting

g Cooe

Page Support Inbox
Save Changes [{ZIES) Messages

x4
>

Payments



The Legal Position

* Protection from Harassment Act, 1997
 Malicious Communications Act, 1998
* Communications Act, 2003

e Defamation Act, 2013.




Case Study

The chair of a District Council’s Planning Committee uses their casting vote against a proposal
to develop a plot of land into a commercial caravan site.

Soon after, the chair receives a series of emails from the applicant, which include allegations
that the councillor had received a “back hander” from a competing developer.

The emails are hostile and become increasingly threatening in tone. One demand is for
personal financial compensation for loss of income.

The person regularly posts negative comments on the councillor’s Facebook page, repeating
their claims.

They also set up a website dedicated to their cause, repeating their accusations. Whilst not
being explicit, the website also hints towards historical “personal problems with the
councillor’s behaviour towards young people”.



Protection from Harassment Act

* Email, messaging, social media, blogs and chat rooms
e Usually relates to more than one event
* Although a serious one-off could be classed as harassment

e Extends to cyberstalking

* Messages do not need to be violent in nature
* Although they must cause alarm or distress

* Maximum penalty is a prison sentence of up to six months, or a fine.



Online Harassment and Stalking

* If you believe you are in immediate danger, call 999

* For police advice, dial 101 or log the incident online

* Maintain a diary of events

* Keep original emails, texts or messages

* Take screen shots of posts

* Review your social media settings

* Report posts or messages to the site moderator

 Ifit’s an independent website, complain to the site host

» Seek advice: Monitoring Officer/Chief Legal Officer

* Also talk to the Cyber Helpline or National Stalking Helplines.



Online Harassment and Stalking

* If you believe you are in immediate danger, call 999

* For police advice, dial 101 or log the incident online

* Maintain a diary of events

* Keep original emails, texts or messages

* Take screen shots of posts

* Review your social media settings

* Report posts or messages to the site moderator

 Ifit’s an independent website, complain to the site host

» Seek advice: Monitoring Officer/Legal Officer

* Also talk to the Cyber Helpline or National Stalking Helplines.

NATIONAL
STALKING
HELPLINE

0808 802 0300

The
Cyber
Helpline

Supporting victims of cybercrime




Threatening or Abusive Emails and IMs

e |fitisanimmediate and direct threat, call 999
* Do not forward the original — copy and paste it

* Can try a “happy to help, but you must cease and desist”
email

 Complain to the email’s host provider, eg. Gmail or Btinternet
* Create filters which send their email to Spam or Junk

* Or block the sender

* Seek appropriate advice: Monitoring/Chief Legal Officer

* For police advice dial 101.



To report a suspicious or malicious text

Spotteda ,

text message? ;

Suspicious text messages should be
forwarded to 7726. This enables your
provider to investigate the origin of the text
and take action, if found to be malicious.

© 7726

ActionFraud Cyber g % :
T AWdTe WL A

Forward the text message to 7726
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raffensperger@revenge.us >

Text Message
Today 10:42 PM

You and your family will be
killed very slowly

< <«

america@jesus.com >

Text Message
Today 3:54 AM

please pray. we plan for the
death of you and your family
every day. Im sorry.

<« O

murder@raffensperger.com >

Text Message
Mon, Apr 5, 5:34 PM

Keep opposing the audit of
Fulton County?s 2020
election ballots and
somebody in your family is
going to have a very
unfortunate incident.
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raffensperger@revenge.us >

Text Message
Today 10:42 PM

You and your family will be
killed very slowly

< <«

america@jesus.com >

Text Message
Today 3:54 AM

please pray. we plan for the
death of you and your family
every day. Im sorry.

< _®

murder@raffensperger.com >

Text Message
Mon, Apr 5, 5:34 PM

Keep opposing the audit of
Fulton County?s 2020
election ballots and
somebody in your family is
going to have a very
unfortunate incident.

eee00 AT&T LTE 9:30 PM

{ Messages Unknown

Go ahead. Have another
drink. You know you
want to.

You know how to make
all this stop. Even
someone as stupid as
you can figure it out.

It would be the best thing
for everyone. Why
should everyone else
suffer because you’re too
stupid and selfish to do
the right thing?

75% >

Details
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eee00 AT&T LTE 9:30 PM

< Messages Unknown
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someone as stupid as
you can figure it out.
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for everyone. Why
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suffer because you're too
stupid and selfish to do
the right thing?
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Details

To: contact@palmerrepaort.com Hide
b

Hey, you ever Travel down south?

I'd Iike to meet you, and kill you with my bare
hands. Like, literally choke you to death.
Like, | want to make your face look as ugly as
vour soul. Maybe | am wrong, and you are a
nice person, but probably not.




The Malicious Communications Act 1988
Communications Act 2003

* Messages sent via a public communication network which
are deemed indecent, grossly offensive, threatening or
menacing

* The person sending the message would have been aware of
the impact of their message

* Intent to cause annoyance, inconvenience or anxiety with a
message that is false

* Maximum penalty is a prison sentence of up to six months,
or a fine.



@I N You are shameless, you bloody paki @

Andre Gray 3 L Follow

— -

Is it me or are there gays everywhere? #Burn

UMNia #hAalachAaCisl
it LIE #IVIAKESIVIEDICK

1,702 454 CANEERZK &
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Hate Crime

* When a person demonstrates hostility based on a person’s actual or perceived:

* Race
* Religion
 Disability

e Sexual orientation
* Transgender identity

e Can relate to words, pictures, videos and music

* Hate crimes should be reported through the Government’s portal.










Laurence Fox EA &
@LozzaFox

Pretty rich coming from a paedophile.

@ simon Blake @ @Simonablake - 18m
What a mess. What a racist

17:29 - 04/10/2020 - Twitter for iPhone

Katie Hopkins

“MsJackMonroe scrawled on any
memorials recently? Vandalised the
memory of those who fought for
your freedom. Grandma got any
more medals ?




Defamation Act 2013

Seeks to create a balance between the freedom of expression
and a person or organisation’s right to a good reputation




For a post to be defamatory

1. It must be proven to be a false statement

2. It must be published to a third party

3. There must be no defamation privilege in place
4. It must cause serious harm to the claimant.
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If you believe you may have been defamed...

Act quickly: immediately take a screenshot

Avoid an immediate “knee jerk” reaction, whilst you consider your
options

Contact the poster and ask them to remove their post

Request a retraction, a correction, an apology — or to pay damages
Report the post to the site moderator

If it’s a website, contact the web host

Ask your Monitoring or Chief Legal Officer for advice on how to
manage your response

Consult a legal specialist.

3 10 \'r\\\'.s\xl\ “rr — -
or making marks on 1t The

the statue.

' | defe
efamation/.
? the act of harming someont

o .
<aving or writing bad tbmg
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How to take a screenshot



How to take a screenshot
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How to take a screenshot
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On a mobile or tablet...

D )
 October 4

Power
Button

Volume
—_—
Down




Trolling

Leaving an insulting or offensive message
with the intent to upset someone, gain
attention or cause trouble




Why do people troll?

* Who knows!

* Boredom, revenge, grudges, obsessions...
* Peer behaviour

* Distance lends safety and excitement

e Some research suggest trolls score high on
cognitive empathy

e But low on affective empathy.




Dealing with Trolls

* Pick your battles
e Dismantle incorrect statements with facts

e Use humour wisely.




James Blunt & ¥ Sequir

Jesus only needed twelve, RT
1t why you
only got 200k followers?

@ f"?'"""’l Blunt © \/ Follow ' .

NO NEED. | HAVE A NEW ALBUM COMING
SOON. @katy_nicolson: Can we all take a
moment and remember just how terrible
James Blunt was

3,054 Retwoins 1,248 Lins o 9‘&\"0‘39

11 2K




James Blunt ¥ Sequir

Jesus only needed twelve, RT
Why you
only got 200k followers?

g: James Blunt © N\
. Follow

NO NEED. | HAVE A NEW ALBUM COMING
SOON. @katy_nicolson: Can we all take a
moment and remember just how terrible
James Blunt was

3,054 1,243 O 26730030

Said the millionaire on her gold iphone
in her mansion.

q J.K. Rowling 2+ Follow
“ .

- @Lukekocura I'd type a longer
L . retort, but these diamond buttons
N . really hurt my fingers.




Other strategies...

* Screenshot a post if you think you may want to take action

e Use your tools: mute - block — delete — report - hide

* If you believe an offence has been committed, take appropriate action
* If you’re worn down by it all, consider having a break

* Whatever you do...




e
z]fﬂjf
WARNING *

DO NOT FEED
_THE TROLLS _




Online Safety Act 2023

* Regulatory framework to make the internet safer for all
* Platforms will need to remove all illegal content

* Creates False Communications Offence (intending to cause
harm by sending something knowingly false)

* The Threatening Communications Offence (communications
which convey a threat of serious harm, such as grievous
bodily harm or rape)

* Flashing offence, aimed at stopping epilepsy trolling
* Criminalises assisting or encouraging self-harm online.




Social Media Etiquette

* Set a good example to others
* If you are posting as a Councillor, you are covered by the Code
* Avoid ‘knee jerk’ reactions to comments

* Never post when you are tired, distracted, drunk, drugged or
enraged

« Remember to check facts before you post

* Check what you’re posting isn’t confidential

e Gain permission before uploading other peoples’ photographs
* Think before you share a post...




=&l Donald J. Trump o

£ Follow

"@feckhead: My parents who passed away
always said you were big inspiration.Can you
pls RT for their memory?
pic.twitter.com/02BOGnYhaN"

% R y 43 Retweet %
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‘=&l Donald J. Trump X 2 Follow

@feckhead: My parents who passed away
always said you were big inspiration.Can you
pls RT for their memory?
pic.twitter.com/02BOGnYhaN"

% R y 13 Retwer *

Plall- T RN

Ap The Associated Press ©
Breaking: Two Explosions in the White
House and Barack Obama is injured

& soply B¥ Retwost W Favorite 32 Euflar  99@ Rorg
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Useful Resources

LGA Guide to handling online abuse:

https://www.local.gov.uk/practical-advice-handling-online-abuse

To make a complaint to Ofcom under the Online Safety Act:

https://www.ofcom.org.uk/complaints/online-services-sites-apps

Government guide for politicians using Twitter:
https://www.parliament.uk/contentassets/358409c9ef7d47f89412becd40f7d8e?2/digi096cipr.pdf

The Cyber Helpline (Stalking)
https://www.thecyberhelpline.com/guides/cyber-stalking

Police online incident report form:
https://www.thecyberhelpline.com/guides/cyber-stalking

To report hate crime:

https://www.police.uk/ro/report/hate-crime/hc-avl/report-hate-crime/

To check who hosts a website:

https://lookup.icann.org/en/lookup



https://www.local.gov.uk/practical-advice-handling-online-abuse
https://www.ofcom.org.uk/complaints/online-services-sites-apps
https://www.parliament.uk/contentassets/358409c9ef7d47f89412becd40f7d8e2/digi096cipr.pdf
https://www.thecyberhelpline.com/guides/cyber-stalking
https://www.thecyberhelpline.com/guides/cyber-stalking
https://lookup.icann.org/en/lookup

Programme Review

* Settings and boundaries
* Legislation and rights
* Harassment and threats

* Defamation
* Trolls
* Being a responsible digital citizen.
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